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Radio Ha ving Removable Memory means 
for Storinti Radio User Validation Cod a 

5 Background of the i nvention 

This invention relates to radios. The invention 
particularly relates to radios the operation of which is 
determined by reaoveJale memory meeucis which may for exsimple 
10 be a card mounted microp^rocessor, hereinafter referred to 
as a "smart card". 

Sumiftayy o^, 1;he Pyjor Ayt 

15 In the German OEBL-C cellular radio system, 

radiotelephones are provided which, cam be tested by the 
manufacturer using a, service daxd with a dedicated data 
field. On insertion of the service, card into the 
radiotelephone^ the radiotelephone enters a service mode, 

20 and test programs are executed. During a service mode the 
operation of the radiotelephone is tested. For example, 
range information is tested, the. memory is read and/or a 
test call is performed whereby a service number is called 
which connects the radiotelephone to a local base station, 

25 in response to which the. base station tretnsmits a tone 

signal back to the radiotelephone. With the radiotelephone 
in a service mode it is not posg^ible for a u^er to make 
outgoing calls other than the fixed test call and is not 
possible to receive incqoiing c^ls. 

30 In the GSM pan-E^rqpean digital cellular radio 

system, it is intended that sxibscribers will be issued with 
smart cards, hereafter ri3^erre4 to as subscriber identity 
cards, for authorising ^Jjbscribers to use the cellular 
radio system and for idehtifyihg .,the subscriber who is to 

3S be billed for the service. Such, a system in principal 

allows a subscriber to use any item of subscriber equipment 
and to be billed to the same bill irrespective of the 
equipment used. 
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An example of an item of GSM subscriber ecpiipment 
is a mobile radiotelephone which is enabled for use on 

5 insertion of a subscriber identity card. A subscriber 
validation code, which is unique for each user, is 
permanently programmed into a memory of the card, whereby 
on insertion of the card into the radio the validation code 
is read from the card and transmitted to a base station 

10 local to the radio. The base station then checks the 

validation code and sends a signal back to the radio so as 
to enable the radio for operation. Once enabled the 
radiotelephone can provide all the call functions which are 
available with the radiotelephone, which will depend on its 

15 type. The call functions may include, for example, 
incoming and outgoing calls, international calls, 
abbreviated dialling using preprogrammed numbers stored in 
a memory internal to the telephone, use of a telephone 
EOiswering machine service, and use of data equipment such 

20 as fax machines. Such functions are well known in the art. 

A subscriber on the 6SH system can subscribe to one 
of a number of levels of subscription. The full service 
may be subscribed for, which means that the subscriber may 
make calls anywhere within the European-wide area covered 

25 by the service and may make international calls. 
Alternatively a national-call only service may be 
subscribed for which means that calls may only be made from 
within a home nation to within the same nation. 

Other levels of service may be offered by a service 

30 operator. The level of service is identified within the 

system, rather than at the subscriber equipment. I.e. when 
a subscriber attempts to make a call and his subscriber ID 
is transmitted to a base station, a check is made at the 
base station or its local controller to determine whether 

35 the subscriber is authorised to make the call which is 
being attempted. If he is not authorised, e.g. through 
having siibscribed for a more limited service (or through 
non-payment of bill or otherwise) , no authorisation signal 
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is transmitted back to the subscriber unit and no handshake 
occurs. r .• 

5 In the 6SH specification Recosu&endation 02.07 

version 3. 1.0 of 15 April 1989, a f ixed^number call feature 
is described whereby, by use of an electronic lock, it is 
possible to place a bar oh call^ing any niunbers other than 
those preprogrammed in the mobile station. The service 

10 described has two sub-categories: all calls eire made to 
only one predetermined number, or Calls may be made to 
several predetermined nximbers, the; required number being 
selected by means of an abbreviated address code. In both 
cases, the actual dir^crfedry number is tramsmitted on the 

15 radio path. These featutes are implemented in the mobile 
unit (rather than the card). A suitable electronic lock 
would be a niimber to be ientered in the keypad. It is also 
possible to provide a group call facility whereby the 6SH 
mobile operates like a private exiciiange. This is 

20 implemented at the switch. 

Figure 1 shows the organisation of the memory 
fields of a GSM Sxibscriber Identity Module (dmart card) . 
In this figure a root directory" 10: Is shown at memory 
location #3F00. Through this directory, access can be 

25 gained to card-holder data field 11, administrative data 
field 12 and sm identification data field 13 and to a GSH 
directory 14 and a telecom dizji^ory 15. The data fields 
11, 12 and 13 are for administa^ation purposes for the 
benefit of the system operator. 

30 GSH directory 14 gives access to S further data 

fields 16 to 23. Fieldt"16 gives t|te SIM serial number, 
field 17 (IMSI) gives the identification number identifying 
the subscriber, field l^i (KI) gives a key for the 
authentication algorithm, field 19 (TMSI) gives a temporary 

35 registration number vrtiich is a substitute for the msi and 
gives a number (LAI) identifying the current cell. Field 
20 gives a key (Kc) f or encrytion of speech and gives a 
ciphering key sequence x^iimber (n) • Field 21 gives the 
operator identifier (FLEfil) , which ialso identifies the 
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country, field 22 gives details of a broadcasting channel 
(PCTH) to which the mobile locks, eg frequency details 
5 thereof, and field 23 provides information on the initial 
chazinel accessed, for traffic control purposes. 

Root directory 10 also gives access to a telecom 
directory 15. From the user's point of view^ the contents 
of this directory are of greatest interest. Field 24 

10 contains abbreviated dial telephone numbers^ field 25 gives 
call set up information for the purposes of abbreviated 
dialling. Field 25 identifies whether the call is regular 
speech or, if it is a data call, it identifies the baud 
rate, package switching format etc. Field 26 is availeUdle 

15 for storing up to five predefined or received messages, to 
a maximum of 180 characters. Field 27 contains 
predetermined numbers for dialling, and when the user has 
blocked outgoing calls, only these numbers can be dialled. 
Field 28 counts charge pulses for the purposes of billing. 

20 The eOsove described systems do not allow a 

subscriber to control the manner in which his subscriber 
card may be used, beyond the limited choice of levels of 
service available from the service operator. 

25 Summary of the Invention 

It is sui object of the present invention to provide 
a more flexible radio system. 

In accordemce with the present invention there is 
30 provided a radio capable of operating with a set of 
incoming and outgoing call functions, said radio 
comprising: 

removeUdle memory means for storing radio function 
selecting information and a radio user validation code; 
35 memory receiving means for temporarily receiving 

said removable memory means; and 

radio fxinction control means coupled to said memory 
receiving meaois for enabling said radio for communication 
with a radio communications system in response to said 
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radio user validation co^e Inclijding at least enabling said 

radio for receipt of incoming calls, 
5 characterised in that said radio function control 

mesms are arranged to activate a sul^set of said call 

functions within said set of qall functions in response to 

the radio function selecting infpnnatioi;! stored in said 

removeJdle memory means. 
10 In an embodiment of the invention, the radio 

further comprises a memoj^ having a plvirality of storage 

locations for storing information including for example 

number information. The .radio function control me6ms are 

arranged so as tp disallw access (e.g. read and write 
15 access) to at .leaist one ,iaf the plurality of storage 

locations in Response to /i^the radio function selecting 

information stored in the remo^rable memory means. 

In a further embodiment of the invention, the radio 

function control means aire eunran^ed to activate the radio 
20 for receipt of incoming calls and to deactivate all 

outgoing call functions J^i response, to the radio function 

selecting information. 

Thus, the invention provides for a radio which is 

capable of operating with a set of call functions but is 
25 eurranged whereby in use a only subset of call fxinctions 

within the set are available for. use by certain people. 

A radiotelephoh^ in accordance with the invention 

will now be described, : by way of exaa^le only, with 

reference to the acco^a^ying drawings, in which: 
30 Figure l shows the organisation of the memory 

fields of a subscriber identity cajnd in accordance with the 

prior art. 

Figure 2 shows a perspective view of a 

radiotelephone in apcordamce with the invention; 
35 Figure 3 shows a block schematic circuit diagram of 

the radiotelephone of figure 2; auctd 

Figure 4 shows a diagrammatic representation of an 

implementation of the radiotelephone in accordance with the 

present invention. 
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Detailed Description of Preferred Embodiment of the 
Invei^^j^on , 

5 

Referring to Figure 2, a radiotelephone 102 In 
accordance with the Invention Is shown, which comprises a 
main \inlt 104 having a handle 106 an antenna 103 and a 
handset 110 coupled to the main unit 104 by a cable 112. 

10 The handset 110 has, on a side which Is not shown 

In Flgxire 1, an ear piece and a mouth piece. On another 
side, the handset 110 has a visual display 116 and a keypad 
114 which in addition to number keys 0-9 may include 
special function keys, such as an abbreviated dial key. 

15 The main unit 104 is also provided with a receiving 

slot 118 adjacent the hemdset location for receiving a 
smart card 120 in order that the radiotelephone may 
operate. The card 120 protrudes from the receiving slot 
118 so as to facilitate later removal. 

20 Referring now also to Figure 3, the radiotelephone 

102 comprises a microprocessor 122, a memory 123 having a 
plurality of memory locations for storing for example 
telephone numbers for abbreviated dialling, a coupler 
interface 134 and a radio transceiver 124. In the hetndset 

25 110 an audio section 126, a display section 128 and keypad 
section 130 are also provided. 

The card 120 comprises a microprocessor (not shown) 
and a memory 132 which may be ROM or EEPROK for example. 
The memory may have substantially the same organisation as 

30 shown in Figure 1. The memory 132 has a radio function 
selecting information storage location 133, the use of 
which is described below. The major part of the memory 132 
is programmed by the service operator while the storage 
locater 133 is programmed by the- service operator or by the 

35 subscriber. The contents of the storage location 133 

determines the nxmber of functions of the radiotelephone to 
which the user of the memory card may have access. Thus, 
the radiotelephone owner such as an employer can limit the 
fxinctions available to the radiotelephone user, such as an 
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employee, by preprogramming a memory card with a 
predetermined number of functions, in the case of a memory 
5 having the organisatioh shown in figure 1, the memory 
location 133 pref eraflaiy. tfesideis iai the telecom directory 
15, but could reside ih^ a separate data field accessible 
through the root directory 10. It is not necessary to have 
a separate data field 'tor the memory location 133 , but 

10 instead the first location i6P3A of the abbreviated dial 
data field 24 maybe usfed, or so^ other user - accessible 
memory location. 

The memory 132 is programmied with a sxibscriber 
validation code which is \miqUe to each subscriber. This 

15 is equivalent to the ife stored in data field 17 of Figure 
1. It will be appreciftted that the radiotelephone is 
inoperable tznles^ a casrd having- a valid subscriber 
validation code is inserted irito the slot 118 . 

The radiotelepKbne 102,' is arranged so that on 

20 insertion of a 'valid' catd, it Iban provide a number of 
operating functions whieh are Well Icnown in the art. For 
example, a user of the radiotelephone may meJce outgoing 
calls, receive infcomdLng calls, aaKe international calls, 
and make calls using abbreviate!^ dialling. In addition, 

25 the radiotelephone 102 may be e:i>T;^led for operation with an 
answering machine amd/olr data e^qiiipment such as a fax 
machine. 

In use the card 120 issued to the radiotelephone 
user is inserted into the slot 118 of the main unit 104. 

30 On insertion, the memorj^ 132 of the card 120 is coupled to 
the microprocessor 122 Via the dupler interface 123. The 
microprocessor reads tife subscriber validation code from 
the memory 132 via the aicrpprbcesfeor on the card (not 
shown) and sends the validati^an coda to the nearest base 

35 station for registration. This informs the cellular radio 
system of the location" of the isubscriber. The 
microprocessor 122 also reads the contents of the storage 
location 133. On the basis of this information it 
determines the fractions of the radio telephone to which 
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the holder of the card may have access • In response to 
this information it controls the transceiver 124, display 
5 section 128 and the keypad section 130 so that the 
radiotelephone 102 activates only those predetermined 
functions corresponding to the stored data. 

If the information in the memory location 133 so 
permits, the user can initiate a call by means of the 

10 keypad 114. On so doing, the radiotelephone transmits the 
validation code to the neaurest base station. If the 
validation code is valid the base station transmits a 
signal back to the radiotelephone whereby handshake is 
established and a communication channel is set up between 

15 the radio and the base station. 

Examples of functions or subsets of functions will 
now be described, which may be activated or deactivated by 
the information in the storage location 133 of the ceord. 
The instruction programmed into the card may 

20 operate to deactivate certain functions of the keypad, eg 
individual keys, individual sections of the display 116 
and/ or individual options or a menu displayed (ie 
individual subroutines in the program of the microprocessor 
122) . It will be noted that the card 120 still fulfils the 

25 function of subscriber validation and identification, 

because without these functions, the cellular radio system 
would be unable to locate the user. Thus, the radio is 
still active for making periodic transmissions to encJDle 
the cellular radio system to track its location. 

30 A particularly useful embodiment is the 

deactivation of user dialling through the keypad, and the 
limiting of outgoing call function to dialling of niimbers 
preprogrammed in the memory 32 of the card 20. An employer 
can issue a card which is programmed in this way to his 

35 employees and have total control over the numbers which can 
be called. Likewise a parent may wish to issue such a card 
to a child. 
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A further useful embodiment of the invention is the 
barring of outgoing calls of a particular nature^ e.g. 
5 international or trunk calls • Such calls are recognised by 
the first few digits dialled. This feature i§ useful where 
such a level of seirvice is not offered by the system 
operator. 

In each of the preceding three embbdiments , the bar 

10 could be removed by use 6i a code entered into the keypad. 

As a further exarijple, an instruction stored in the 
storage location 133 may prevent read and write accesses to 
all or to only specif ic nii^ory locations of the 
radiotelephone's memory 123 and/dsr may to permit read 

15 accesses only to other specific m&mbry locations of the 
radiotelephone's memory 123. Thus the function of the 
radio may be limited to the selection by the user of a 
number for dialling f rom «t; ^^redetermined list^ and the 
automatic dialling of the selected number. Thus, specific 

20 call ftinctions may be activated in addition to the 

radiotelephone being activated, both to receive incoming 
calls and to make outgoing calls. 

Referring now to Figure 4, one implementation of a 
preferred embodiment of the invention: is illustrated in 

25 which a truck company issues each of five truck drivers A-E 
• with memory caurds IS 1-153^ having tmictue subscriber 
identification codes XOA^!a)E to be tiised with five 
radiotelephones 156-160 eich 6f which are Associated with a 
particular truck TA-TB. 'Bach of the radiotelephone 

30 memories 123 (Figure 5) colaprises ' 100 memory locations for 
abbreviated dial telephony numbers and of these the 
locations M1-M50 are preprogrammed «rith telephone numbers 
which are frequently used fay the truck company. 

The truck compamy^ can program the memory cards 151 

35 to 155 so that "the truck : drivers 6ave read access only to 
the memory locations Ml-M5b; Thusi, the truck drivers can 
call the numbers stored';|!n any one of the memory locations 
M1-M50 but they cannot irrite to thosci memory locations. 
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In addition, each of the truck drivers* memory 
cards 151-160 may be programmed so that those cards allow 
5 read and write access to different assigned memory 

locations of the memory 123 of the radiotelephones 156 to 
160* Thus, irrespective of which truck truck driver A is 
driving he only has read and write access to certain 
assigned memory locations of the memory of the 

10 radiotelephone of that truck. 

In the illustrated example, driver A has read and 
write access to memory locations H51 to M60 and it does not 
matter which truck he is driving on a particular day, 
because on insertion of his card into the radio telephone 

15 he will find that the same, memory locations are accessed, 
while none of the other drivers has been able to change the 
data therein* 

A further feature which may be provided is a 
crosscheck identification number (ID) in the memory 123 of 

20 each card 151-155 and the memory 123 of each radio 
telephone 156-160. The radiotelephones 156-160 axe 
arrsmged to activate only if the crosscheck ID of one of 
the cards 151-155 is present in that card. This has a 
number of advantages (a) it protects the data in the 

25 radiotelephones 156-160 from reading or transferring by an 
xinauthorised outsider 161 and (b} in a situation where the 
drivers A to E are not authorised to make outgoing calls 
other than to preprogrammed numbers and they have no write 
access to memory, a driver cannot take an unauthorised card 

30 161 to reprogreua one of the memories 156 to 160. Moreover, 
a driver cannot insert his card into an outsider's 
radiotelephone 162 and dial numbers preprogrammed into that 
radiotelephone . 

The feature described immediately above has the 

35 advantage' of enabling a subscriber to use the full capacity 
of the available memory 1.23 of radiotelephone to implement 
desired functions, rather than being limited to the memory 
space provided on the card 120 which, it must be 
remembered, is predetermined by the system operator. 
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Substantial extra memory on a smart card can substantially 
increase its cost which is undesirable to a system operator 
5 if only a few users are likely to require additional memory 
space. 

The private memory location A can be generated at 
the request of user A and dynamically extended as A enters 
further data. User B can subsequently do the same. Unless 

10 private memory for user f has spiecifically been created, A 
has access to the^ fxil! ttemory. 

In a further embodiment of the invention, the user 
is able to customise the operation pf the mobile to his 
personal preference and the customising data is stored in 

15 the card. In principle,, any infottaation of the type which 
is stored in a code plug of a conventional two-way radio 
can be stored in the card of the cellular mobile 
radiotelephone. This is ^ advantageous in that, whereas the 
code plug of a conveirti^al radio is permanently or 

20 semi-permanently mounted in the radio, the card of the 

cellular radiotelephone is readily removable, and is unique 
and serves its own independent ftmction in that it contains 
the subscriber validation code. This means that each 
subscriber can caanry with Kim a csard uniquely identifying 

25 that subscriber and containing eusljpmising data which means 
that when he starts up an item df stibscriber equipment with 
that card, it will operate in his pre-selected manner. The 
customising data can be altered at will by the user through 
menu options on the screen and through the keypad. 

30 Particulsurly useful items of customising data are; 

language selection, voltme -control, audible^ visual or 
vibratory warning, and full ot shortened menu selection 
(basic mode or extended mode} • 

Thus, for exantple, every mobile unit can store its 

35 screen text in every langoage of the EEC. While this is 
expensive in terms of mmiiory capacity, there is a cost 
saving in terms of streamlining ^production and sales and 
there is an advantage to the oftstcmer in that if he is 



SUBSTITUTE SHEET 



wo 91/12698 



PCr/EP91/00292 



travelling abroad and wishes to use someone else's mobile 
tinit, the screen of the mobile unit immediately shows up 
5 the customer's own language. Instead of controlling the 
language in accordance with customised data, the language 
can be controlled in accordance with the subscriber 
validation number » The subscriber unit identifies the 
country of origin of the card from the subscriber 

10 validation ntamber or other permanent data and selects the 
language accordingly. This is less advantageous, because 
some countries have more than one lemguage and it would be 
preferable to allow the user to select the language. 

The ringer volume level cem be selected and this 

15 level stored in the card memory. Likewise, the type of 
ringer could be selected. 

In the case of the menu selected for display, the 
functions shown may be radio functions, peripheral 
equipment functions (e.g. answering machine functions} or a 

20 combination of both. This has the advantage of not 

over-complicating the equipment for the txnsophisticated 
user, while presenting a sophisticated user with more 
functions. 

Another aspect of the subscriber tmit that can be 
25 "customised" emd controlled as a function of the card is 
the disabling of data services, particxilarly broadcast SMS 
(short message service) . SMS is a data service wherein 
data is received on the control cheinnel (as opposed to the 
traffic channel) • A separate data service board is 
30 generally required in the subscriber unit to provide this 
service. It is envisaged that data can be broadcast in an 
unsolicited meumer, e.g. for advertising. The message is 
received on the control channel preceded by an address. 
From the address it is a simple matter to identify that the 
35 message is a broadcast SHS (as opposed to a point *-to<-point 
i.e. personal SMS). In accordance with a further aspect of 
the present invention, display of broadcast SKS messages is 
disabled in accordance with an instruction stored in the 
card. This instruction is preferably user*settable. 
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As a further feature, certain incoming calls could 
be disabled in accordanjse with information stored in the 
5 card. This is only, of course possible where the source of 
the call is identified, e.g. in an ISDN format of service. 

Other functions which may be activated or not 
depending on the progranming of the memory card may include 
use of a fax machine or other data equipment and/or use of 
10 an answering machine, or use of other peripheral equipment. 

The card 20 has been described as a card mounted 
microprocessor and memolry. It will be appreciated that the 
card 20 may be in the f orm of simple semiconductor memory 
card or a magnetic da2^d. A smart card provides a higher 
15 degree of security agaiiiist unauthorised access. 

It will, of cdfmf&e, be tmderstood that the above 
description has been given by way of example only and that 
modifications of detail csui be akade within the scope of the 
invention. 

20 
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Claims 

5 1. A radio capable of operating with a set o£ incoming 

and outgoing call frinctions, said radio comprising: 

removable memory means for storing radio function 
selecting information and a radio user validation code; 

memory receiving means for temporarily receiving 
10 said removable memory means; and 

radio fxinction control means coupled to said memory 
receiving means for ensJDling said radio for communication 
with a radio communications system in response to said 
radio user validation code including at least enabling said 
15 radio for receipt of incoming calls ^ 

characterised in that said radio function control 
means are surranged to activate a subset of said call 
functions within said set of call functions in response to 
the radio Amotion selecting information stored in said 
20 removable memory means. 

2. A radio according to claim 1 further comprising a 
memory having a plurality of storage locations for storing 
information including at least number information, the 

25 radio characterised in that said radio function control 

means disallows access to at least one of said plurality of 
storage locations. 

3. A radio according to claim 2 wherein access 
30 includes both read and write access. 

4. A radio according to claim 2 wherein access 
includes write access only. 

35 5. A radio according to claim 2 wherein said radio 

function control means disallows the radio user write 
access to a predetermined set of programmed numbers stored 
in said memory. 
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6. A radio according/to claim 1 wherein said radio 

function control meams are arranged to activate the radio 
5 for receipt of incoming calls and to deactivate all 

outgoing call functions in response to the radio function 
selecting information stored in said removable memory 
means. 

7o A radio according rto claim 1 further comprising a 

10 keypad having a pluralit;y -of nxamerical keys and a plurality 
of feature keys wherein ^id radi;c> function control means 
allows the use of a siibset only of said plxirality of 
feature keys in dependence on said radio function selecting 
information, 

15 

8, A radio according to claim 7 wherein one of said 

plurality of feature keys Is an encryption selector key. 

9o A radio accordJLng to claim 7 or 8 wherein one of 

20 said plurality of keys is a memory selector key. 

10, A radio according'r to cladLm 1 wherein said radio 
function control loeans disallows the radio user from 
initiating international ciais in dependence on said radio 

25 function selecting inf oraiation; 

11. A radio accordiixg.: to claim 8 wherein said radio 
fiinction control means alsb disallows the radio user from 
initiating trunk calls itt 1 jlependence on said radio function 

30 selecting information. • 

12- A radio according! to claim 1, wherein said radio 

function control means disallows use of peripheral 
equipment. 

35 . 
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13. A radio according to any preceding claim in 
coaibination with a first removsible memory means and a 

5 second removeQ>le memory meems, said first and second 
removable memory means storing identical radio user 
validation codes. 

14. A radio according to claim 13 wherein said first 
10 removable memory means stores first radio function 

selecting information for activating a first subset of said 
set of functions and said second removable memory means 
stores second radio function selecting information for 
activating a second different subset of said set of 
15 functions. 

15. A radio according to claim 1 comprising: 
output indicating meeuis for providing 

user-discemable output indications, wherein said radio 
20 function control means are arranged to control said output 
indication means in response to the radio fixnction 
selecting information stored in said removable memory 
means. 

25 16. A radio according to claim 15, wherein said output 
indication means comprises a display, wherein a memory is 
provided for storing information for display in a plurality 
of languages, and wherein said radio function control means 
are arranged to select a lemguage for display in accordance 

30 with the radio function control information. 

17. A radio according to claim 15, wherein said output 
indication means comprises a display arranged to display 
selectable functions and wherein the set of selectable 
35 function which is displayed, out of the set of all the 

available selectable function, is controlled by the radio 
function control means in accordance with the radio 
function selecting information. 
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18. A radio according to claim 15, further comprising means for 

5 receiving and displaying messages directed to the radio as well as to 
a plurality of other radios, means for identifying that the message is 
not specific to the radio and means for selectively preventing 
display of the message in accordance with the radio function 
selecting information. 

10 

19. A radio acccnrding to claim 15, comprising audible ou^ut 
means and volume control means for selection of the volume thereof 
in response to the radio function selecting information. 

15 20. A radio according to any one of claims 17 to 19, wherein the 
radio function selecting information is resetable by the user through 
a keypad on the radio. 
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